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I. GENERAL PROVISIONS
A, PURPOSE AND SCOPE

l. The putpose of ﬁcsc Guidelines is to set policy for all Department of Justice
(DOJ) personne! regarding the use of all Confidential Human Sources, as further
defined below, that are 0pcrated by the Federal Bureau of Investigation (FBI) in
any of the FBI’s 1nvest1gaﬂve programs or other authorized lnformanon collection
agtivities. -

2. These Guidelines are issued under the authority of the Attomey General as
provided in Title 28, United States Code, Sections 509, 510, and 533.

3. Thesé Guidelines are mandatory and supersede: the Attomey General’s Guidelines
Regarding the Use of !i‘onﬁdential Informants (May 30, 2002), 'lc‘> the extent that
they apply to the FBI; the Attorﬁey General Procedure for Reporting and Use of
Information Concenﬁng‘Vidlations of Law ;znd Audloﬁzation for Participation in
Qtherwise Illega! Actwlty in FBI Forexgn Inlelllgencc Countcnntelllgcncc or

. [ntcmatwna! 'I‘crronsm [ntelhgeuce Inveshgauons (August 8, 1988) to the extent
that it applies to assets; and the Attormney General’s Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection (October 31, 2003)

(“NSIG"), to the extent that they are inconsistent with these Guidelines.! These

'However, techniques whose use is authorized for validating assets, as outlined in the
Attorney General's Guidelines for FBI National Security Investigations and Foreign Intelligence
Collection, to identify potential assets, to collect information to maintain the cover or credibility
of assets, or to validale assets (tncluding determining suitability or credibility) may continue Lo be
utilized in relation to Confidential Human Sources in connection with activities related to threats

to the iiational security.




Guidelines do not supersede otherwise applicable ethical and legal obligations of
Department of Justice attomeys, which can, in certain circumstances (for cxamplé,
with respect to confacts with represented persons), have an imipact on FBI

conduct,

" These Guide!incs.apply to the use of 4 Confidential Human Source in a foreign
country -only. to the extent that the Confidential Human Source is reasonably likely
to tcsﬁfy in a domestic case. |

These Guidelines do not limit the abiﬁty of the FBI to impo-s'c additional
restn'ctior.ls on the use of Confidential Human Sources.

All DOJ personnel have a duty of candor in the discharge of their reSponéibiIitics
pursuant to these Guidelines.

Theso Guidelines shall be cffective 180 days aficr they are approved by the
Attomcy; General, However, to the extent provided in FBI palicy: (i) activities

* commenced under prc.—cx.isting' guidelines may be continued and completed in
conformity with such pre-existing guidelines, notwithstanding the approval by the
Attorney General and effectivencss of these Guidelines, and (ii) restrictions on the
use of human sources under pre-existing guidcfinés.which are not perpetuated by
these Guidelines need notbe obsﬂéd followinig the Attorney General’s approval
of these qudefin#, even in relation to activities commenced under prc-cxisfing
gujdclincs, if the requirements of thcéc Guidelines for such activities are satisfied.
Tao the extent that paragraph t[[(A-}(S)(ﬂ cannﬁl be fully implemented within 180

days, the FBI and the National Security Division will establish a protocol to

P



B.

govem the review of sources who would otherwise be subject to that paragraph.

The FBI shali adopt such measures as may be needed to effect an orderly and

expeditious trapsition to the new Gui delines, without disruption or impediment to

‘ongoing activities within their scope. The FBI shall keep the Deputy Attorney.

General, the Assistant Attorney General of the Criminal Division, and the

Assistant Attorney General for National Security informed of such measures as

directed by the Deputy Attomcy General.

DEFINITIONS

I

“Special Agent in Charge" or “SAC" — the FBI Special Agent in Charge of an FBI

Field Office (including an Acting Special Agent in Charge), except that the

functions authorized for Special Agents in Charge by these Glﬁdclincs may ilso

be exercised by the Assistant Director in Charge in an FBI Field Office headed by

an Assistant Director, and by FBI Headquarters officials designated by the

Director of the FBL

"Federal Prosecuting Office” or “FPO" — any of the following Depaﬁmcnt of

A

Justice coﬁapqnepts:
- The United Stﬁtcs Attomeys' Offices;
b The Criminal Division; _
c. The National Sccuti'ty.Divi.siou (“NSD");
d. Any other litigating component of the Department of Justice with authority

to prbsecute federal criminal offenses, including the relevant sections of




the Antitrust Division, Civil Divi.sion, Civil Rights Division,
Bnvironmental and Natural Resources Division, and the Tax Division.
“Chief Federal Prosecutor” or “CEP” - the hesd of an FPO.
“FPO Attorney” - an attorney employed by, or working under the direction of, an
FPO. |
“Confidential Human Source Coordinator” — a supervisory FPO Attorney
. designated by the CFP to facilitate compliance w;ith_thesa‘Guidclinc-s.?
“FPO panic-ipaling. in the conduct of an investigation’ ~ any FPQ employing or
directing an FPO Attorney assigned to 2 matter whose approval is necessary
pursuant to these Guidelines, or whose approval was sought or obtained regarding.
an.y investigative or prosecutorial matter including the issuénce ofa scarch-or

. arrest warrant, electronic surveillance order, subpoena, indictment or other related

- matter.

.“Conﬁdential Human Source” — any indiﬁdua] who is believed (o be providing
useful and credible information to the FBI for any authorized information
collection activits}, and from whom the FBI expects or intends to- obtain additional
useful and credible infonnalion in the future, and whose identity, information or
relationship- wiﬂl the FBI \Qmants conﬁclentiai handling.

“Senior Leadcrshiﬁ Source” - a Confidential Human Source who is in a.positicm
to exercise significant decision-makiﬁg authority over, or ta atherwise manage
and direct, the unlawful activities of the participahts in a group or organization

involved it unlawful activities that are;




a. nationwide or international in scope; or
b. deemed 1o be of high significance to the FBI's criminal in\Jcstigativé
pn'on'tigs. even if the unlawful activities are local or regional in scope.?

9. “High-Level Government or Union Source” - o Confidential Human Source who
is either (a) in rélation to the fcderal govemment or the gpvemﬁm_nt ofa s-tatc, the
chief executive, the official next in succession to the chief executive, or & member
of the legislature, or (b) a president, secretary-treasurer or vice president of an
intemational or national labor union or the principal officer or ofﬁcm;s of a
subordinate regional entity of an intcmati‘onal or national labor union ’

10.  "Tier 1 Otherwise Itlegai Acti;rity' — any activity that:

a.  would constitute a misdemcqnonor feloﬁy under federal, state, or local law
if engaged in by a person acting without authorization; and

b. . that involves -
(i) the oomnﬁssidﬁ, or the sigm'ﬁcaqt risk of the connﬁission-, of any act
of violence by a person or persons other than the Confidential Human

Sourcs;*

*Such organizations shall inclu dé; but are not limited to: any La Cosa Nostra Family,
Eurasian Organized Crime Group, or Asian Criminal Enferprise which is recognized by FBI
Headquarters; and any domestic or international Terrarist Organization, which is recognized by

FBI Headgquarters.

3The term “regional entity"” shall not include a local union or a group of local anions, such
as a district council, combined together for purposes of conducting collective bargaining with

employers.

‘Bookmaking that is significantly associated with, or substantially controlled by,
organized crime ordinarily will be within the scope of this definition. Thus, for example, where
boolanakers have a financial relationship with members or associates of organized crime, and/ot

5




(1) corrupt conduet, or the significant risk of corrupt conduct, by an
clcctcd public official or a public official in a high-level decision-making
or sensitive position in federal, state, or local government;

(ifi) the mhnufacnu{ng, importing, expo'rting, possession, or trafﬁckiﬁg of
controlled substances in a quantity equal to or exceeding those quantities
specified in United States Sentenéing Guidelines § 2D1.1(c)(1);

(iy)- financial 1oss, or the significant risk of financial toss, in an amount
equal to or cxcécding those aﬁomts specified in United States Sentencing
‘Guidetines § 2B1.1(bY1)(D;’

(v) a Con-ﬁdential Human Source providing to any person (other than an
FBI agent) any item, ;crvicc, or expertise that is .nccessary for the
commission of ﬁ federal, state, or local offense, which the person
otherwise would have difficully obtaining; or

(vi) a Conftdential Human Source providing go. any person (other than an

FBI agent) any quantity of a controlied substance, an explosive, fircarm, or

use members or associates of organized crime to collect Iheir debts, the conduct of those
bookmakers would create a significant risk of violence, and would therefore fall within the

definition of Tier I Otherwise Illegal Activity.

5The citations to the United States Sentencing Guidelines (USSG) Manual are to the 2005
Edition. The references herein to particular USSG Sections are infended to remain applicable to
the most closely correspond:ng USSG level in subsequent editions of the USSG Manual in the
event that the cited USSG provisions are amended. Thus, it is intended that subsection (iif) of
this paragraph will remain applicable to the highest offense level in the Drug Quantity Table in -
future editions of the USSG Manual, and that subsection (iv} of the paragraph will remain
applicable to dollar amounts that, in future editions of the USSG Manual, trigger sentencing
enhancements similar to that set forth in the current seétion 2B L.1(b)(1}(I). Any ambiguities in
this regard should be reso}vod by the Assistant Attorney General for the Criminal Division.

6




12,

13.

14.

.15,

other dangerous weapon, or other item that poses an immediate and
significant threat to public safety, with little or no expectation of its
recovery by the FBL

“Tier 2 Otherwise Nlegal Activity” - any other activity that would constitute a -

- misdemeanor or felony under federal, state, or local law if engaged in by a person

acting without authorization.

"Fugitive" — an individual:

a. for whom a federal, state, or local law enforcement agency has placed a
-wanted record irf the FBI's National Crime Information Center (other than
for a traffic or petty offense); or

b. far whom a federal warrant has been isgued; and

c. for whom the law enforcement agency is willing, if necessary, to seek his
or het extradition 1o its jurisdiction.

“Human Source Review Committee’ or “HSRC” - A committes t;,onvcncd

pu@ml tc; these Guidelines to review various matters under these Guidelines as

set forth below in bmagraph m (A).- |

“National Security Invcsti_gaﬁ'on“ — A national secun‘& investigation as defined in 7

Part VIILG of NSIG, |

"Inter.national Terrorism Investigation” —~ An investigation relating to intcmatioqal

terrorism, whether conducted under NSIG, ungicr the Attpméy General 's.

Guidelines on General Crimes, Racketeering Enterprise and Terrorism Enterprise




Investigations (May 30, 2002), or under other guidelines issued by the Attomey
General.

-PROHIBITION ON COMMITMENTS OF IMMUNITY BY THE FBI

The FBI does not have any authority to make any promise or commitment that would

prevent the government from prosecuting a Confidential Human Source for criminal

activity that is not authorized pursuant to Section V below or that would limit the use of

any evidence by the govemment, without the prior written approval of ﬁw FPO that has
primary jurisdiction to prosecute the Confidential Human Source for such criminal
activity. An FBI Agent must exercise due diligence ta avoid giving-any pcrsc:m the
erronecus impression that he or she has any such authority. ’
MAINTAINING CONFIDENTIALITY
1. Obligation
DOJ Personne! have an obligation to maintain as conﬁdc;ztial the idenfity of any
Conﬁdcnti:ﬁ Human Source. Consistent with that obligation, DOJ personnel shall
not discl.DS_c the identity of a Confidential Human Source or information thgt
Source has p?ovidod that would have a tendency to identify the Source unless
&isc[osurﬁe is; appropriate under one of the exceptions referenced below in
paragraph D {4).
2, Security of Materlal |
If the FBI provides DOJ personnel with any material containing:
a the identity of a Confidentia) Human Source;

b. information that may possibly identify the Source; or




c. information that the Source has provided,
such material must be secured in a manner consistent with its socuﬁty markings br
classifications, when not in the direct carel and custody of DOQJ personnel. |
Continuing Obligation
DOJ personnel have a continuing obligation after feaving employment with the
Department of Justice to maintain as confidential the identity of any Confidential
Human Source and the information thet Source provided, unless disclosure is |
appropriate under one of the excebtions referenced below in paregraph D (4).
Exceptions _
a. Notwiﬂnstaﬁding paragraph I (D) (1), DOJ personnel may make
| appropriate disclosures:
i, to Fﬁl Agents who need to know the identity of the Source in order
{o perform their official duties. However, an FPO must coordinate
with the FBI Agent directing the Source to obtain the required
approval of the FBI—SA;C or his or her designee priot to such
disclosure; |
il. to other faw ct{forcemcnt, intelligence, immigration; diplotﬁatic,
and military officials who need to know the identity to perform
their official duties, subject to the prior aﬁproval of the FBI-SAC
ot his or her designee;
iii. when the Confidential Human Source has agreed (o testify in a

grand jury or judicial proceeding.




b. All DOJ personnel must disclose the identity of a Confidential Human
Sowrce, and the information that Source has provided, when required by
court order, law, regulation, these Guidelines or other Dw@cnt of
Justice policies. o

Disclesures to Confldential ﬁuman Sour(;es

DOJ personnel must exercise due diligence to avoid disc\losing any confidential

investigative information to a Confidential Human Sbmce (.8, information

relating to electronic surveillance, search warrants, indictments and other charging

-docurents, or the identity of other actual or potential informants), dthér than what

s necessary and appropriate for operational reasons.

E. EXCEPTIONS AND DISPUTE RESQOLUTION

L.

Whenever an FBI SAC, a2 CFP, or the designoe of an FBI SAC or CFP, believes.

that extraordinary circumstances exist that warrant an exception to any provision

of these Guidelines, or whenever there is a dispute between or among chfitics
(other thaln a dispute with the Assistant Attorney General (AAG) of either the
Criminal Division or National Sccurity Division of the Department of Justiée) :
regarding t-hcs;: Guidelines, an s;zxception must be sought from, or the dispute shall
be resolved by, the AAG for the Criminal Division or the National Security
Division (whfchever is appropriate) or his or her designee.

Whenever there is a dispute with the AAG for either the Cn‘mirm[ Division or
National Security Division of the Dehartment of Justice, such dispute shall be |

resolved by the Deputy Attorney General or his or her designee.

19




kN The Deputy Attorney General, or his or her designee, shall hear appeals, if any,
from decisions of the Assistant Attorneys General of the Criminal Division and”
the National Security Division. |
4. Any exception granted or dispute resolved pursuant to this paragraph shall be
documented in the FBD's files. -
RIGHTS OF THIRD PARTIES

Nothing in these Guidelines is intended to create or does create an enforceable legal right

or privats right of action by 2 Confidential Human Source or any other person.

COMPLIANCE

L.

Within 60 days of the approval of these Guidelines by the Attorney General, the
FBI shall submit an implementation plan to the respective Assistant Attorﬁcys

General for the Criminal Division and the National Security Division of the

Department of Justice for review. The pian must address ali the requirements

imposed upon the FBI by thesc Guidelines.
Within 60 days of the approval of these Guidelines, the FBI in conjunction with
the Criminal Division of the Department of Justice, shall establish a Human )

Source Review Committee to perform the functions set forth in Section m (A)

below, -

'Within 60 days of the approval of these Guidelines, each FPQ shall designate one

or more supervisory FPO Attomneys to serve as “Confidential Human Source
Coordinators,” whose duties shall include: -

a. coordinating the responsibilities of the FPO under these Guidelines;

it




b. serving as point of contact for the FBI for all matters pursuant to these
Guidclim.:s; and |

c;. ‘approving matters pursuant to these Guidelines on behalf of the FPO when
neo other FPO Aﬂomeyhas been assignad or when the assigr;ed FPO
Attomey i3 unavailable.

Each CFP and FBI-SAC shall implement cornprehensive periodic training of its

‘respective personnel regarding thesé Guidelines.

Bach CFP shall coordinate with the appropriate FB[ SAC to develop procedures to

maximize the accessibility and availability of the FPO’s Confidential Huran

Source Coordinators. .

1§ 8 VALIDATION OF A CONFIDENTIAYL, HUMAN SOURCE

A. INTFIAL VALIDATION

I

Gcnerﬁl

All FBI Confidential Human Sources must be subjected to the validation process
as provided in these Guidelines and other FBI policies.

Time Limits

The FBI, in conguitation with the Assistant Attorneys General of the Criminal
Division and the National Security Division of the Department of Justice, shall

establish reasonable time limits for’suhjgc:ing a Source (o the Initiel Validation

| process that are éompatible with these Guidelines and other FBI policies.

12




Requlred [nformation

[ opening a Confidential Human Source, an FBI Agent shall document

information pertaining tothat Source and forward it to an appra;priaie FBI

Supervisor for an Inifial Validation. At a minimum, an FBI Agent shall provide

the following information to facilitate the Initial Validation process:

a,

basic identifying information thaf establishes the person’s true identity, or
the FBI's efforts to establish the individual’s true identity; |

a photograph of the person .(whcn posSible); |

whether the person has a criminal history, is ;easonabl.y belic.:ved to be the
subject or farget of a pending criminal investigation, is under arrest, or has

been charged in a pending prosecution;

the persan's motivation for providing information or assistance, including

any consideration sought from the government for this assistancc;

&ny promis.es or bepefits, and the terms of suéh promises or benefits, that
are given a Confidential Human Source by the FBI, FPO or any other law
enforcement agency (if known, after exercising reasonable efforts); and
any other information that is required to be documented in the
Cdnﬁdc;lﬁal Human Source’s file pursuant to these Guidelines and FBI
policies, including but not lirnited to, th;: instructions provided to the

Confidential Human Sourqe.




B.

INSTRUCTIONS

i,

In opening a Confidential Human Source, at least one FBI Agent, alohg with one
additional A.gcm or other government official present as a witness, shall review
with the Confidential Human Source instructions as requi}cd by these Guidelines
and other FBI policies. Ata minimum, these Lnstrugtions must indicate that:

a. inf;)rmation provided by the Confidential Human Source to the FBI must

be truthful;

b‘. the Confidential Human Source’s assistance and the information provided

are entirely voluntary;

c. the United States Government will strive to protect the Confidential
Human Source’s identaty but cannot guarantee_that it will not be divulged;
d the Confidential Human Source must abide by the instructions of thc; FBI'
| and rust not take or seck to take any independent action on behalf of the
United States Governmenl.
The followiﬁg additional instructions sﬁall also be reviewed with a Confidential
Human Source if applicable to the partic;ular circumnstances of the Confidential
Human Source: .
a. The FBI on its own cannot promise or agree to any immunity from
brt;sqcution or other consideration'by 8 FPO,.a state or local prosecutor,-or
a Court in exchange for the Confidential Human Source's coopcraiiori,
| becausn:‘lthc decision to confer any such benefit lies within the exclusive

discretion of the FPO and the Court. However, the FBI will consider (but

14




not necessarily act upon) a request by the Confidential Human Source to .
advise the appropriate FPO, the state or locel prasecutor, or Court of the
nature and extent of his or her assistance to the FBIL*

The Confidential Human Source ha.é not been éuthon'zed 10 engage in any
criminal golivity and has no immunity Erarﬁ prosecution for any |
unauthorized criminal a-ctivity,’

The Confidential Human Source is not an employee of the United States
Government and may not represent himself or herself as such;?

The Conﬁd;e:;tial. Human Source may not enter into any contract ‘or incur
any obligation on behalf of the United States Government, except as
speciﬁtlzal‘ly instructed @d approved by the FBI;® |

The FBI oanhot guarantes any rewards, payments, or other compensation

* to the Confidential Human Source;

¢ This instruction should be provided if there is any ajﬁp arent issue of criminal lability or
penalties that relates to the Confideatial Human Source.

! This instruction should be provided to any Confidential Human Source who is not
authorized to engage in otherwise illegal activity. See paragraph V (B)(3) for instructions that
must be provided to a Confi dential Human Source who is, in fact authorized to engage in
otherwise illegal conduct.

This instruction should be provided to all Confidential Human Sources except under
those circumstances where the Source has previously been, and continues to be, othervn se

~ employed by the United States Government.

. *This instruction should be ptovided to al]l Confidential Human sources except under
those circumstances where the Source is otherwise authorized to enter a contract ar incur an

obligation on the behatf of the United States.

15




f In the event that the Conﬁdcntial Human Source receives any rewards,
payments, or other compensation frorﬁ the FBI, the Source is liable for any’
taxes that may be owed; and |

g - No promises 6r commitments can be made, cxcépt by the United States
Department of Homeland Secqn‘ty, regarding the alien status of any person

.or the right of any person (o enter or remain in the United Stﬁtcs.“’

The content and meaning of cach of the foregoing instmcu'ons must be clearly

conveyed to the Confidential Human Source. Immediately after these instructions

have been given, the FBI Agent shall require the Coufidential Human Source to
ackpowledge his or her receipt and undcmténdiné of the instructions. The FBI

Agent, and the additioru;tl Agent or otﬁer government official present as a witness,

shall document that the instructions were reviewed with the Conﬁtienli al Humap

fSource and. that the Source aclmowledgcd- the instructions and his or her
undcrstahding of them. As soon as practicable thereafler, an FBI Supervisor shall -,
review and, if warranted, approve the documentation,

The instruction and documentation procedures shall be repeated to the

Confidential Human Source whenever it appears necessary or prudent to do Qo, '

and, in any event, at least annually.

' This instruction should be provided if there is any apparent issue of immigration status
that relates to the Confidential Human Source. _

16




C.  ANNUAL VALIDATION REVIEW

L.

Each Couﬁdéntiai Human Source’s file shall be reviewed at least annually
congistent with these Guidelines and other FBI ppligics.

The FBI shall cstablisﬁ procedures to ensure that all available information that
might rﬁaten’;ﬂly alter a prior validat{on assessment, including, but not limited to,
information pertaining to unauthorized illegal activity by the Confidential Human
Source, is p.romptly reported to an FBI Supervisor and theﬁ recarded and

maintained in the file of the Confidential Human Source.

I, IAL APPRO ENT

A. DEFINED CATEGORIES OF SOURCES

1.

Required Early Approval

Within 60 days of uﬁlizing a Confidential Human Source who meets any of the

following definitions, the FBI must seck written approval, in accordance with the

relevant provisions set forth in paragrapﬁ I (A)(3) below, for the continued use

of the Source nnless an FPO Attorney pas existing oversight of a Source because

the Source has agreed to testify in a federal criminal prosocutri'on: |

a. “Senior Leadership 780ume" -- a Confidential Hurnan Source as defined in
* paragraph | (B)(8), sbove;

b. 'fPriviiegcd or Media Source” -- A Confidential Human Source who is

under the obligation of a legal privilege of confidentiality ot affiliated with

the media;
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c. ';Hig}l-l,cycl Government or Union Source” ~ A Confidential Human
Source as defined in paragraph I (B)(9), above.

Long-Term Sources

When a Confidential Human Source has been régistercd for more than five

consecutive years, and to the extent such a Source remains épen, every five years

thereafier, the FBI ‘must seek WIT'HCI:I approval, in accordance with the relevant

provisions set forth in paragraph I (A)(3) below, for the cominued use of the

Sou‘rec. |

Approval Process

All FBI requests sccl-dng approval for the continued use of a Confidential Human
Source who meel% any of the definttions set forth in paragraphs 0T (A)(1} & (2)
above, except those Sources providing information for use in an intemational
terroristn investigation, national security investigation, or other activity under
NSIG, shall be rcy_iewed and determined by a Human Source Review Committee
(HSRC). _ |
a Composition of the HSRC - - At least one HSRC shall be established by
the FBI and the Criminal Division of the Department t-af Justice. The
Chairperson of each HSRC sﬁaii be an FBI Agent at or above the level of
- Deputy Assistant Director {or its equivalent). The membership of each
HSRC shall include: two FBI Agents, and two attorneys from the FBI's
Ofﬁc; of General Counsel, as designated by the Chairperson; and five

FPO Attomeys de.éigna!ed by the AAG for the Criminal Division. One of
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the five FPO Attorueys shall be a Deputy AAG from the Criminal
Division, and at least two of the remaining FPO Attorneys shall each be
from z U.S. Attorney's Office and have relevant experience in organized
crime matters. In addition, an FPO Attomey designated by the Assistant
Attorney General for Natioﬁal Security ghafl be a member of the HSRC,
but shall nat bg considered to be a voting member for purposes of
determining whether continued use of a Source undcr‘review should be
approved.

Access to FBI Information -~ During the appmva] process, the HSRC

| shall have access to all relevant FB] infonmation pertaining to the use of
the Confidential Hﬁman Souree under consideration, including any Annual
Validation Reports. However, the identity of th_; Confidential Human
Source will not be disclosed to the HSRC unless the Chairperson of the
HSRC detenmines that compelling reasons exist to warrant such a
disclosure.

Time Limit - - The HSRC approval process shall be completed no more
(tian 45 days aﬁ‘er the FBI has submitted a request scek'mg' approiral for the
continued use of a Confidential Human Source. While the request is

pending with the HSRC, the FBI shall be permitted to continue to utilize

the Confidential Human Source.
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Notice to FPO - - Aﬁ;r & final decision has been made by the HSRC, the
HSRC shall consider whether to provide notice of the decision to any
appropriate FPO. |
Disputes - - The HSRC shall recommend approval of the continued use of
a Source only upon reaching a consensus, pravided that whenever the FBI,
an FPO, or a HSRC Member disagrees with the final decision of the
HSRC, it may seek review and reconsideration of that decif‘si'on pursuant to
the Exceptions and Dispute Resolution section, paragraph I (B} abave.
While the dispute is pending resolution, the FBI shall be permitted to
continue to utilize the Confidential Human Source.

Sources Providing Information for Use in International Terrorism
Investigations, National Secun't_y Investigations, or Other Activities under
NSIG - - No Confidential Human Source who is providing information

| for use in international terrorism investigations, national security
investigations, or other activities und.';:r NSIG shall b; referred to the
HSRC for review. Instead, the FBI shall provide notice to the National
Security Division within 60 days of FBI Headquarters® approval of the
continued use of any such Confidential Human Source who is subject to
the enhanced reﬁcw provisions o-f the FBI's Cenfidential Hu:pan S_ourc;:
Validation Standafds Manual, C.onﬁdcntia] Human Sources who meet a.ny'
of the definitions set forth in paragraphs IT(A)(1) & (2) shall be subject to

enhanced review. The Assistant Attorriey General for National Security .
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shall designate FPO Attorneys to review the notices and associated

information pursuant to the following process:

1,

Upon request by the designated FPO Attorney, the FBI shall make
available at FBI Headquarters to the designated FPO Attorney
Validation Reports regarding the Conﬁdﬁntial Human Source, If -
the Validation Reports do not permit the FPO. Attorney to conduct
2 mc;rﬁngml aalysis of the propriety of continuing to use the
Confidential Human Source, the FPO Attorney may ask for
additianal information regarding the Ctmﬁde.nﬁ'a[ Human Source.
The idenlity of the Confidential Human Source shail not be |
di;v.closed to the designated FPQO Attorney unless the Assistant
Director or a Dcputy'Ass-istant Director of the Division that is
utilizing the Confidenu'al Human Source detenmines thét
compelling reasons exist to wMt such a disclosure. With the
exception of a request for the identity'of the Confideutial Human-
Sﬁurcc, all requests by the FPO Attorney .for further information
pertaining to a Confidential Human Source shall be satisfied within
a reasonable period of tir.ne‘ Failure to provide such 'information
may be grounds for the National Security Division to recotiunend
that the Deputy Attorney General disapprove continued u;sz of the
Confidential Human Source. If the Director of the FBl and the -

Assistant Attorey General for Nationa Security do not agree
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whether information sought i reasonably necessary in order for the
FPO Attorney to conduct a meaningful analysis of the propriety of -
continuing 0 use the Confidential Human Source, any such dispute
shall be resolved by the Deputy At!omcy General.

The dcéigllatcd FPQO Atomey may consult with other designated
FPO Attorneys and with the Assistant Aftorney Gepcrai for |
National Security concerning the continued use of the Confidential
Hurnan Soﬁrcc. If the.Assislant Attorney General for National
SeCprity‘d‘oes ot object to the FBI's continued use of the
Confidential Human Source, no further action shall be taken. If the
Assistant Attomey General for Nafioﬁal Security objécts to the
FBI's continued use of the Confidential Human Source; the
Assistant Attorney Geueral shall forward a recommcndaﬁo_n to the
Deputy Attorney General that continued use of the Confidential
Human Source be disapproved. While the dispute is pending
resolution before thg Deputy Attorney General, the FBI shall be

permitted to continue fo utilize the Confidential Human Source,
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FEDERAL PRISONERS, PROBATIONERS, PAROLEES, AND SUPERVISED
RELEASEES ‘

L.

Consistcnt with extant Department of Jugtice requirements, the FBI must receive
the approval of the Criminal Division’s Office of Enforcement Operations
(;‘OEO") pricr t§ utilizing as a Confidential Human Source an ind.ividual who is in
-thc custody of the United States Marshals Service or the Bureau of Pn'sons,' or
wb-o is under Bureau c;fPrisons supervigsion. See U.S.A.M. § 9-21.050. .

Prior to utilizing a federal probationer, parolee, or supérw:scd releasee as a
Confidential Human 'Sourcc, an FBI Supervigor shall determine whetincr the use of
that person in such a capacity would violate the terms ar-1d conditions of the
person's probation, parole, or supervised release, If th;‘: FBI Supervisor has reason
to bcligvc that it wdul‘d violate such terms and conditions, prior to using the
person as é Confidential Human Source, the FBI Supervisor or his or her designee
miust obtain the permission of a federal probation, parole, or supervised release
c;fﬁciai withaﬁlhority to grant such permission, which permission shall be
documented in lhé Confidential Human Source's files. If such permission is

denied or it is inappropriate for operational reasons to contact the apbmpriatc

- federa! official, the FBI may seek to obtain authorization for the use of such

individual as a Confidential Hufan Source from the Court then responsible for

the individual's probation, parole, or supervised release, provided that the FBI

first consults with the FPO for that District.

If an FPO is participating in the conduct of an investigation by the FBI in which a

federal probationer, parolee, or supervised releasee would be utilized as a
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D.

Confidenttal Human Source or would be working with a federal probationer,

parolee, or supervised releasee in connection with a prosecution, the FBI shall

notify the FPO Attorney assigned to the current matter prior to using the person as

a Confidential Human Source.

CURRENT OR FORMER PARTICIPANT $ IN THE WITNESS SECURITY
PROGRAM :

L.

Consistent with extant Department of Justice requirements, the FBI must receive
the approval of OEQ and the sponsbring FPO Attorney (or his or her successor)
prior to utilizing as a Confidential Hutnan Source a current or former participant

in the Federal Witness Security Program, provided further that the OBO will

“coordinate such matters with the United States Marshals Service. See U.S.AM. §

9.-2 | .500.

If an FPO is participating in the conduct of an investigation by the FBI in which a
current or former participant in the Witness Security Program would be utilized as
a Confidential Humaxi Sottrce or wm;ld be warking with a current or former

participant in the Witness Security Program in connection with a prosecution, the

FBI shall notify the FPO Attorney assigned to the matter prior to using the pers'én‘

as a Confidential Human Source.

' STATE OR LOCAL PRISONERS, PROBATIONERS, PAROLEES, OR

SUPERVISED RELEASEES.

L.

Prior ta utilizing a state or local prisoner, probatianer, parolee, or supervised
releasee as a Confidential Human Source, an FBI Supervisor shall determine

whether tbe use of that person in such a capacity would violate the terms and
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conditions of the person'’s incarceration, probation, parole, or supervised release.
[f the FBI Supervisor has reason to believe that it would violate such terms and

conditions, prior to using the person as a Confidential Human Source, an FBJ

© Supervisor or his or her designee must obtain the permission of a state or local

prison, probation, parole, or supcﬁdsed releﬁse official ﬁth authority to granl A
such permission, which permission shall be documented in. the Confidential
Human Source’s files. If such pcmu'ésion is‘denied or it is inappropn:atc for
operational reasons to contact the appropriate state or locgi official, the FBI may
seck to obtain authorization for the use of such person as a Source from the state
or local court then responsible for the person's incarcerstion, pmbatioﬁ, pa.p:ale, or
éupgwisod rglcase_ |

Ifan FPO is participating in the conduct of an investigation by the FBI in which a

state or local prisoner, probationer, parolee; or supervised releases would be

utilized as a Confidential Human Source or would be working with a state or local
prisoner, probationer, parolee, or supervised releases in connection with a -
prosecution, the FBI shall notify the FPO Attomey assigned to the matter prior to

using the person as a Confidential Human Source.

E. - FUGITIVES

1.

Bxcept as provided below, an FBI Agent shall not initiate communication with a
current or former Confidential Human Source who is a fugitive.

An FBI Agent is permitted to communicate with a current or former Confidential

Human Source who is & fugitive:
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a, if the fugitive Source initiates the communication;

b. if the communication is part of a legitimate effort by the FBI to arrest the
fugitive; or
c. if approved, in advance whenever possible, by a Supervisor of any federal,

state, or focal law cnforccment agency ﬁ_ual has a wanted record for the
individual in the NCIC an_d, in the case of a federal warrant, by the FPQ
for the issuing District.
3. AnFBI Agent who communicales with a Confidential Human Source who is a
fugitive must promptly report such communication lo the appropriate federal, state
or local law enforcement agency, and any other law enforcement agen.cy haviné a
wanied record for the individual in the NCfC, and must docurment those

communications in the Confidential Human Source’s files.

Iv.  RESPONSIBILITIES REGARDING
ONFIDENTIAL H 0 S

N 0 INTERFERENCE WITH AN INVESTIGATION OF A CONFIDENTLAL

* HUMAN SOURCE | i

DOJ personnel shall not interfere with or impede any criminal investigation or armest of a
Conﬁdential Human Source. DOJ personnel shall not reveal to a Confidential Human
Source any information relating to an investigation of the Source, including confirming or
denying the cxisteﬁéc of such an investigation, unless authorized to do so by the Chief

Federal Prosecutor or his or her designee, after consultation with the appropriate FB}

SAC or his or her designes,
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B. PROHIBITED TRANSACTIONS AND RELATIONSHIPS

L

DOJ personnel directing or overseeing the direction of a Confidential Human

Source shall nol:.

a. exchange gifts with a Confidential Human Source:’
b.  provide the Confidential Human Source with anything of more than

nominal value;

C. receive ‘anything of more than nominal value from a Confidential Human
Source; or

d. engage in any business or financial transactions with a Confidential
Huinan Source,

Unless authorized pursuant o paragraph IV (B)(3) below, an}; exception to this
provision rcqum:s the written approval of an FBI éupcrvisor, in advance
whenever possible, based on a finding by the FBI Supervisor that the event 6r
transaction in question is necessary and appropriate for operational reasons. This
written finding shall be maintained in the Confidential Human Source’s files.
DOJ personnel direeting or ovem;cing the direction of a Confidential Human
Source shall not socia;iim with that Source, except to the extent ncccss_aryr and
appropriate fo;- aoperational reasons.

Ifan FPO is participating in the conduct of an investigation that. is utilizing an FB1
Confidential Human Saurce or working with a Conﬁdentiai Human Source in
copnpctién with a prosecution, the FBI shall provide written notiﬁcali_onto the

FPO Atlorney assigned {o the matter, in advance whenever possible, if the FBI
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approves an exception under paragraph IV (B) or if an FBI Agent socializes with a

Confidential Human Source in a manier not permitted under paragraph IV(B)(2)

& (3).
MONETARY PAYMENTS

L. General
Monies that the FBI pays to a anﬁdcntigl Human Source in the form of fees and
lréwa:ds shall be commensurate with the value, as determined by the FBI, of the
infonination or assistance lﬁa Source provided to the FBI. The FBI's
reimbursement of expenses incu&cd by a Conﬁdenu‘ﬂ Human Source shafl be
based upon sctual expenses incurred, except that relocation cxpénses may be
made based on an estimate of the expenses.

2. Prohibition Against Contingent Payments

Under no cireunstances shall any payments to a C_ohﬁdcntial Human Source be
contingeat upon the conviction or punishment of any individ ual.

3, Approval for Payments |
The; FBI shallrcstah'lish a writen delegation of authority for approval of payments
to Confidential Hlu;nan Sources. ﬁc delegation of authority shall estaBligh the
leve! of approval rgquired when single paymenis, aggregate annual payments, and
total aggregate payments meet or exceed specific threshold amounts. The
threshold ;1mounts and approval authority are subject to periodic review and

amendment as deemed apprapriate by the FBI Director.
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4, Documentation of Payment
The payment of any FB! funds to a Confidential Human Source shall be witnessed |
by at Jeast one FBI Agent and another governument offictal. In the event of
| exquordinary. circumstances that must be documented in the Source's file, only
otie wilitess shall be required. Immediately after receiving a paﬁcnt, the
Coafidential Human‘Sourcc shat be required to sign or initial, and date, a wrilten
receipt.”! At the time of the payment, the FBI Agent or other-government official
shall advise the Conﬁder;tial Human Source thalt the monies may be taxabla |
income that ﬁus& be reported to appropriate tax authorities. Thereafier, the FBI
shalf document the payment and the advice of taxability iﬁ the FBi’s files. The
documentation of payment shall specify whether the payrﬁcnl is for services or
expcnscé. | |
5. | Accounting and Reconciliation Procedures
The .FBI shall establish accounting and reconciliation procedures to comply with
these Guidelines. The FBI prochurcs shall ensur;a that the FBI accounts for gII
funds paid to a Confidential Human Source subsequent to the issuance of these
Guidelines. |
6. Coordination with Pmsecut(pn
If an FPO Attorney is pmticipaﬁng in thé conduct of an investigation or

prosecution that is utilizing an FBI Confidential Human Source who is expected .

' The Confidential Human Source may sign or initial the written receipt by using a
pseudonym which has been previously approved and documented in the Source’s files and

. designated for use by only one Confidential Human Source. -
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to testify, the FBI shall coordinate with the PO attorney, in advance if
practicable, any payment of monies to the Confidential Human Source pursuant
to paragraph IV(C)(3) above. [fthe payment is to be made for services and if (he
FPO Attomey objects o the payment, no payment will be made until the dispute

has been resolved in accordance with Section [. E. above.

V. AUTHORIZATION OF OTHERWISE ILLEGAL ACTIVITY

A.  GENERAL PROVISIONS

1. - The FBI shall not authorize a Confidential Human Source to engage in any
activity that otherwise would constitute a critminal violation under federal, state,
or local law if engaged in by a person acting without authorization, except as |
provided in the authorization provisions in paragraph V(B) below.

| 2. The FBI is.n;evcr permitied to authorize a Confidential Human Souree to:
a perticipate in any act of violence except in self-defense;’ or
b, participate in an act designed to obtain information for the FBI that would
“be uﬁlawﬁxl if conducted by a law enforcement agent (e.p., breaking and
entering, illegal wiretapping, illegal opening or tampering with the mail, or
&-cspass amountfng to an illegal search).
B. AUTﬁORIZATION PROCEDURES

1. Written Authorization

“The Source may take reasonable measures of self-defense in an emergency to protect his
or her own life or the lives of others against wrongful force.
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Tier 1 Otherwise THegal Activity must be authorized by an FBI SAC and

the appropriate CF?, in advance and in writing far a specified period, nof

to exceed 90 days, ;:xcept that, with respect to all international tercorism

investigations, national security in\.fcsti'galjons, or other activities under

NSIG, upon request of the FBI and at the discretion of tflle appropriate

CFP, the Otherwise [llegal Activity may he x;uﬂlorized for a period of up to

one year.

Tier 2 Otherwise [llegal Activity must be authorized by an FBI SAC in

advance and in writing for a specified period, not to exceed 90 days.

The written autherization by the FBI SAC and/or CFP of Otherwise llegal

Activity shall be a3 narrow a3 reagonable under the circumstances as to the

unlawful activity’s scope, gcog’raﬁhic area, duration and other related

ratters.

For purposes of this paragraph, except with respect to all international

terrorism invegtigations, national security investigations, of other activities

under NSIG, the "appropriste Chisf Federal Prosecutor” is the CFP that:

i. is panicip.ating in the conduct of an investigation by the FBI that is
~ utilizing the Confidential Human Source or is working with the

Confidential Human Source in connection with 2 prosecution;
ii. would have primary jurisdiction to brosocutc the Otherwise chgal

Activity that would constitute a violation of federal law; or -
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- 2.

gt} is located where the Otherwise Illegal Activity is to occur, and it

only constitutes a violation of state or local jaw.
With respect to all international terroristn investigations, national security
investigations, oAr other aclivities under NSIG, the appropﬁate Chief
Federal Prosecutﬁr is the AAG of the NSD, or designes. Within 60 days
after these'Guk_ielincs are approved by the Attomey General, the AAG of
thie NSD shall identify designees for purposes of this paragraph, \r;rhich

may include DOJ pecsonnel outside the NSD.,

Findings

a.

The FBI SAC and the CEP who authorize the Otherwise Illegal Activity

must make a finding, which shall be documented in the Confidential

Human Source’s files, that the illegal activity is:

L necessary either to -

A. obtain information ot ;vidcncc essential for the success of
an investigation that is ﬁot reasdnably availabie without
such activity, including circumstances in which the
Confidential Human Sourc'e must engage in the illegal
activity in order to maintain his credibitity and thereby
obtain the information or evidence, or |

B. prevent death, serious bodily injury, or significant damage

lo property; and
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it.

that the benefits to be obtained from the Confidential Human

Source's participation in the Otherwise Itlegal Activity outweigh

the risks.

In making these findings, the FB{ SAC and the CFP shall consider, among

other things:

i

iy

il.

iv.

vi.

vii. -

the importance of the investigation;

the likelihood that the information or evidence sought will be

obtained;

the risk that the Confidential Human Source might misunderstand -
or exceed the scope of his authorization;

the extent of the Confidential Human Source’s participation in the
Otherwise Iilegal Activity;

the risk that the FBI will not be able to closely monitor the

Confidential Human Source's participation in the Otherwise Illegal

Activity;

- the risk of violence, physical injury, property damage, or financial

loss to the Confidential Human Source or others; and
ihe risk that the FBI v:ill not be able to ensure that the Confidential
Human §ource does not realize undue profits from his or her

participation in the Otherwise [llegal Aclivity.

dwwg Tt
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3.

Instructions
a. If & Confidential Hman Source is authorized to engage n Otherwise

Dlegal Activity, a least one FBI Agent, along with ong additional

government official present as a witness, shgll review with the

Confidential Human Source written instruﬁlions that:

i. _ the Confidential Human Source is anthorized only t§ cngag;: in the
5p§ciﬁc poﬁduct set forth in the wriften authorization and not in
any other illegal activity (the Chief Federal Prosecutor'é written
authorization should be read to the Confidential Human Source
unless it (s not feasible); |

i the Confidential Human Source's authorization is limited to the
time period specified ih the Qrium authorization;

iii.  under no cifcumstance may the Conﬁdential Human Source:

A.  participate in an act of violence (except in self-defense);

. B. participate in an act designed to obtain information for the
FBI that would be unlawful if conducted byalaw -
enforcement agent (e.g., breaking and entering, iltegal
wiretapping, illegal opening or tampering with the mail, or
trespass amounting to an iltegal search),

- C. If epplicable: participate in an act that c;)nstitutes

obstruction of justice (¢.g., perjury, witness tampering, -
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witness intimidation, entrapment, or the fabrication,
alteration, or destruction of evidence);

D. Ifapplicable: initiate or instigate a plan or strategy to
commit a federal, state, or local offense;

iv. if the Confidential Human Source is asked by any person to
participate in any illegal activity other than the specific conduct set
forth in the written authorization, or learns of plans to enéagc in
such illegal activity, the Source must immediately report the ma!‘:tcr
to the FBI Case fqéent; and |

v. - participation in any illegal activity other than the speciﬁlc conduct
get forth in the written anthorization i:-ould subject the Confidential
Human Source to criminal prosecution. |

Immediately after these instructions have been given, the Confidential

. Human Source shail be required to sigﬁ or initial, and date, 8 written

acknowledgment of the instructions.” If the Conﬁd_ential Human Source
refuses to sign or initial the written acknowledgment, the FBI Agent, and

the additional Agent or ather government official present as a witness,

- shall document that the instructions were reviewed with the Confidential

7 Human Source and that the Source acknowiedged the instructions and his

3 The Confidential Human Source hay sign or initial the written acknowledgment by
using a pseudonym which has been previously approved and documented in the Confidential
Human Source's files and designated for use by only one Confidential Human Source.
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orrher undér&andhg of tl_ﬁ:ml As soon as practicable thereafter, an FBI
Supervisor shall review and, if warranted, approve the documentation.
4. Precautionary Measures
Whenever the FBI has authorized a Confidential Human Source to engege in

Otherwise Illegal Activity, the FBI must take all reasonable steps to:

a. mon@tor closely the activities of the Confidential Human Source;

b. minimize the adverse effect of the Otherwise Illegal Activity on innocent
| persons; and

c. ensure that the Confidential Human So'urceAdoes not realize unduelpmﬁ‘ts

from his or her participation in the Otherwise Hlegal Activity.
5. Sﬁspehsldn of Authorlzation
Whenever the FBI cannot, for legitimate reasons unrelated 10‘ the Confidential ﬂmm
Saurce‘s‘ conduct (8.£., un;vailability of the Case Agent), comply with the precautionary
measures described ;bovc, it shall immediately:

a. suspend the Confidential Human Source's authorization to engage in
Otherwise Illegal Aclivity until S'uch time as the precautionary measures
cen be cpmplipd with; |

b.  inform the Confidential Human Source that his or her authorization to

engage in any Otherwise Illegal Activity has been suspended until that

time; and
c. document these actions in the Confidential Human Source's files.
6. Revocation of Authorization
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a. If an FBI Agent has reason to believe that a Confidential Human Source

has failed to comply with the terms of the authorization of Qtherwise

[liegal Activity, the FBI Agent shall immediately;

iii.

iv.

V.

revoke the Confidential Hurnan Source's authorization to engago in
Otherwise lllegal Activity; |

inqun _thc Conﬁdemial Human Source that he or she is no longer
authorized to engage in any Otherwise Tlegal Activity;

comply with the notification requirement of paragraph VI (B)
below;

determine whether the Conﬁd.ential Human Source should be
closed pursuant to Seclion VII; and

document these actions in the Confidential Human Souree's files,

b. Immediately after the Confidential Human Source has been informed that

he or she is no longer anthorized to engage in any Otherwise lllegal

Activity, the Confidential Human Source should sign or initial, and date, a

written acknowledgment that he or she has been informed of this fact."* If

the Confidential Human Source refuses to sign or initial the writien

aclmowlcdgment_. the FBI Agent who informed the Confidential Human

Source of the revocation of authorization shail document the refusal, and

the source’s oral acknowledgment of the information if such oral

 The Confidential Human Soutce may sign or initial the writicn acknowledgment by
using a pseudonym which has been previously approved and documented in the Confidential
Human Source’s files and designated for use by only one Confidential Human Source.
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acknowledgment is provided. As soon ug practicable thereafter, an FBI
Supervisor shall review the written acknowledgment or documentation of

refusal.

7. Renewal and Expansion of Authorization

a.

If the FBI seeks to re-authorize anybonﬁdcutia[ Human Source to c;'ngagc
in Otherwise Ilegal Activity after the expiration of the authorized time
period, or after revecation of authorization, the FBI must first comply with
the procedures set forth above in‘ paregraphs V(B)(1)-(3).

It tiw FBI seeks to expand in any material way a Confidential Hurnan
Source’s suthorization to engage in Otherwise lllegal Activity, the FBI

must first comply with the procedures set forth above in paragraphs V

BXH-G).

" 8 Emergency Authorization

a.

. In exceptional circumstances, an FBI SAC and the appropriate CFP may

" orally authorize a Confidential Human Source to engage in Tier |

Otherwise llegal Activity without complying with the 'documentaﬁon
requirements of paragraphs V. (B)(1)-(3) above, when they each delermine
that a highl-y significant and unanticipated investigative opportunity would
be lost were the time taken to comply with these documentation
requirements, and that the circumstances support a finding rcqﬁired
pursuant Lo paragraph V (B)(2).- In such an event, the documentation

requirements, as well as a written justification for the oral authorization,
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