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,
-AA-HF has 'been employed for long-'<listance communications since its discovery by

radi;o amatewi> in the 1920s. 'Marconi's previous transmissions over long distances had
beell accompli~hed using Very Low Frequency (VLF, 3-30 kHz) or Low Frequency (LF,

, ,

,,-ffltCryp0logy is now beset by many difficult problems at a tim.e of curtailed (unds and'
rapid technological innovations in communications (e:g., digital sigMling, multiplexed
t;'a~missioJoriJoice~data arid documentS, proliferati6n ~f.~imjJressed speech, increiis'ed

, 1 , ' , ", ' , '

COMSEC' awar:eness, 'aM gLObal availability ofche-ap, 'sophistl.cated equipment).' It is
imPerative to: r/?exar.ni,i¢' traditional operatio~ dnd i;"trodUte conceptscksigried tom:eet
challenges o/the futute, in SIGINT's three main areas:' intercept, i:inaly'sis~ '(utd 'tim~ly
dis,tTibution o'r significatu erUJ prodUct reports. T/iis Paper atte~pts to adqr.ess, oiuyoite
jX>rtion of the 1;,rst item: high frequencies (HF;3~O MHz.~.: ForSIGtNT, ifF 'i~ intensive in
manpOliJer and costly in maintenance. In other Por:tions of the.1pedf~rii,op/miting~nds

I ',.' , ' '. ,', , ".' ' ' '," -, ' '
may, qe smaller, bid the initial capital investment is very high. The ptop6rti<?n offimiiS

'I. ' , " ' " ..

allocated to different spectral regions should consider the intellige1ice value o{edch region.
,Th4paper sJt1ws that HF still remains one ofthe most important contributors to SIGINT.

(fj~ecOj High FrequeM)' has been and, will be an invaluable asset 'to SIGINT. It has
"I' , '

provided intelligence ofextretne value to the nation. Despite a shift oftraffic to other circuits
)HF will remain as an,effective,.indestructible m-eans of

L...--co-m-m-u~n""i""ca""'tw~~:Tis"""-w-e'l'i"l""into-.-:---:rthe future. The question: facingSIGINT in an era ots'hrinking
, dolla,.$ dnd e~panding reqUirements is that of intr~dudnggreater' e{fr.dendes intoHF .;... in
collection, a~lysis, and processing~ The present system is too inflexible, bothtechttl.tcd1y
and.geographl'cally. It was not designed to confront niergingcommunications tech~iqites'or
geographi~ally fragmented political targets. SIGiNT /Or HF in~t'make cM'ices, so~ of
whic,h indude;greater use of ships, adaptive antenna arrays, and 'trci~pOrtabteadvanced
auto'mated reriwted sensors. ',,",

I

-f8t'The objective (jfthis pciperis to stimulate discussion on the' flit~re architectureofHF
in relation tOstGINT' First an oUtline of the past val~ ofHF wzll be pres~nted'a.ri.d then an '

- I, ' , ,
indication of tre futute: SIGINTneedS for HF; Critical'evaluatiOn is essential in order to'

optimize-decisfns on the allOCation ofcryptologic re.sOurces.
~~
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30-300 kHz), which required high towers and high powers. ,At that time HF, was
unexplored by ~nd was assign,ed to the radio amateurs until they demonstrated its
usefulness.' '

UTILITY
'. "

~HF provides a simple, effectlve mean~f()r long-distance ~ommunications. It clm be
used by relative\y untrl!i~edindividuals ,(e.g.; ~'Qlat~urs, terrorists, drug .tz;affickers,. and
ill~gals). All eq4ip~~nt~.thai:.u~el?wPOWer are r~adily available off theshelf at low cost.
Preseqt~ql1ip..I.n¢nt,wh~ch can include encryption and spread spectrum, will-become much
m?r,e. cOIPplex in; the i~tu~e" Th~ tre~d in transmitt~rde~ignJs towards low-powerb],lrst­
type emissions (fractionso~a'second), Should they roateriaJize, th~se systems may cause a
,re:;urgence fo'r iiF cOlllInunicationsl>utmay cause great c:lilfi<:,~lt~esfor the interceptor.
The great limitation ofHF.syst~ms,is the variability arising froril"the dynamic ionosphere.
Even with this i~eficieiiCY, HY' i~ effective, and it cap be th'eprlmary means of
communi~ationsfor the 'rhird World and illegals. It will alwaysr~Inain within any
iIite~atecicomm;unications systems of the great powers. Many exampl~~c::anbe cited (see
Gerson, 1991), but only a"few will be noted here. '

'. " ',C ,I . . .
" ,
!

SIGINTANDHF, I

(gCC~ slGIkT enlarges 'the defInition ofHF to 1~0 MHz'and intera,cts with it"in
three, areas: sea'rch, interce t ,and tar et lOCation via HF ,Direction Findin, HFDF '>

see erson, 19,91). However, since the 19qO~ changes ,have occur.red; i.e.,
proljferati9n ofo~her cQllllllunications systems of greater reliability and larger bandwidth.
This.chapge $hifted sometraflic.to Very High Frequencies (VHf:,3Q..,.300 MHz), Ultra
High Frequende~(UHF, 300-3000 MHz), and now optical systems.

" (8,CeO) Dlilspit~ t,h~.availabilityofnewsysterns, flF communicatio~sper.sist and will
.neverdisappear.;Crucial questions for $~GINTare these: "Ho\."l. much effort and r.esources
s.b,ou.ldbe devoted, to HF in cOlllparisoIi with those for other frequency purposesT' "What is
the proper mix of resources?" This paper atteIllpts to pr.ovide, an ov,eraU review of HF. '
How~~~r, it is imperative to consider the new threats (economic, military, fisc~l: and
political). the frequencies being used, and the potential intelligence to be deri~ed. HF will .
be foUnd to be at l~ast as important in then~a~future as it has been in the past.
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SIGINTVALUE

General

,(~CCO) It: cannot, ge overemphasized too str(jnglY~hat:SIGINTmust include HF (see'
Ger~on, 1991).: Ifany~hing,a greater proportipnal e~pha~is~~ybeinitiallyrequired,. As
one example, (fonsider first the IQilitary thn~at,Pr~'"!aW.~I..''.!.l~.oIo..JOIJ,S;i...a.l;~I.SO.II,~~.u.L.D.l;I.Ol..~'"

onl , nation thht could destroy the United Sta:te~.

«(krson, 1991). Th~disintegrationof·
.....-t-h-e-,So--v-i-e-t-U-,n-l-~o-n-m-e-a-n-s-,-th-a-t-,-th-e-c...o-m-m...."-,u-n-ic-a-t-i-on--~andmilitarycapabilities',of the new

. '," \ ",

entities will 'not .

Jill,
III

,,:.

~.', .J.1
\1

}r .J,.

J
1-'

(~ CeO) Third, consider the Third World and those 'outside:the 1aw: terrorists arid
smugglers (d~~gs;ar~~,currency). For theml;IF use is increasing~'"Theyc~~usethe new
modulations; dew services, and emerging deJelopmentsbecoming\~vailabl~,itlHF. ',It­
must be assumed that any dramatic mov~mentfrom HFremains yeat$ away. Ol;>viously,

I· ",... ",
the sQphisticated HF services will disperse throughout the world. As the sophistication of
this technolo~ increa.ses, mor~complex systems will' be intro~us~d'int()HF and' will' be

employed by civil and commerc.ial entities in the emerging nations. 1\\,\ \""\"

I
(s=eGO)-F~rther, as a trend in communicationsl ~as moving\towards

connectivity w~ereina frequency continuum is used. Rapid switchingailowso messages to
move over open, lines; HFplays a vital role in this process. In short, SIGINT must m<mitor '
HF as well as, ~r even more than, other frequency bands. '" '

1S+!;<;OJ.t;iJ,a1!y, .v~n the United.Slates its.lfhas not ahandonedHF.I\\\I
It

.~~~.. '

I
Search 'I

...... , .
: :.,")

-ffit National Security Council Intelligence Directive No. 6 assigns' the' mission of
spectrum surv~illance;;toNSA (all frequencY'"bands: RF, JR, VIS~ etC.:). The value of HF.
search was denionstrated..tepeatedly during World, War:!!' Althou'gh resources have since.,
declined, HF research'still remains invaluable.

I

I '.
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(~CCO) To fulfill its mission, the search operation must become much moreefi'icient
· I

with greater use of transportable Remote Operations (ROF) or Collection Facilities
aq.tomation and bejtter-lrained personnel,

I
..'

",'-'-'"
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fS CCO) Even: ·up. t9~Qf:~~.R.':[' SHIEI;DISTORM. HF p~ovided more valuable intelligence~.-...•L ....c"..
than any other fre~uencyband. This condition arose because lIF was extensively used for ... '

. many communications. . .
· .' " ." . I .,

· .(&eeO) Ouri#g the·cold.warmost, targets were Communist, ne~essarilyfostemi"

f man lar eHF interce t sites in the Northern Hemisphere,

I: \The~J
. of HFDF has been the subject of many studies over the years, but its concept, design, and

operation have n~t changed signillcantly.

(&eeo) HFDF is still considered .oneofthebest means fo.r locating target!;; on the

oceans. I rThis capability ~f:; ..

obtained through :the manpower-intensive operation of many large fixed. sites. HFDF is..
'._'.' .••• • .." -. .~ • ~ ...t,.'"'' '.'. • -". .. _". ••..•..•""··1'.

also used to 19catr.laJ.ld targets and, to some extent, to steer intercept pperators to their·
correct HF translmtter. . .

SIGINT prudently .concentrated on Soviet, Chinese, :and·as~iated
"'-:-tar-g-e....t-s-w""':h-o-s-e""':£::""o-r-ml"'"a""':t-s-a...nd ~perationsthen became fairly well k.rl~wn. The attentio~'given.

to other nations W?s' mode~t in co~parison. :/
" I • -. :

f&-CC8) In piacti~e, lIFintercepta~ddirection finding weFe combined at specific
locations having l:arge CiFcularly Disposed AI)tenna Arrays (CDAA). Mobile pla.trorms
(aircraft) were employed to complement the llxed sites.

. I .

(&eoo) A senesofpainful exPeriences (Vietnam, Iran, Central America, Iraq, etc.),
shattered the illu,sion of"one tidy world" one concentrated threat, primarily/military.
Today additional concerns regarding econoIIlks, cominerce, fmance, 'narcotics, and politics' i
bring new SIGINT: targets, 'located in different and distinct geographic. arkas. (Most'

. existing HF sites ~ere not located for the new geographical threats nor equipped fo~ -the.

new. HF technologies. [ ! f
\..... -------:--JI

I
Target Location i

I
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. O~.Q.eO) Inherent limitations of the existing,HFDF network must~'.be noted._. It is
aging, immo}ji1e~.and .manpOwer intensive. Using HF skywave, targets cannot'be located
within,the sIt!ipdis~ceor when "up and ~own" communications are used. I

,
t&CCO) ~ranycostly attempts were made to prove the accuracy of measured HFDF

. Lines ~fBearing (LOB) and accuracies of the resulting fix, all without material success.
Fix a~curaci~s (about 100 km radius) are still considered unsatisfactory but acceptable.
The i...l1accuracies stem from two factors: geometric dilution (a function of distance and
crossing. angle of the. LOBs) ~nd the unpredictable variability of tilts in' the ionosphere

. I . . ,

that d~flectsliF rays out of the great circle plane. It is doubtful if the latter effects' can'be
eliminated; Anu~ber of Single'Site Location (SSL) systems'exist,. Agaip the changeable.
ioriosP~ereli,l,;ts 'location accu,"des (commonly but erroneously assumed to be onl~'about

1
10

percent of range), I J . , .1

t
to-CCO) $everal general comments should be made about geol6cati(m acc~acies. All.

.a~curacy wittUn 100 km may be adequate for locating a ship somewhere on the high's'E;as,'
. . '.

\>utit,iJ;lay be!co~pletely ~na~ceptable for tactic.al purpose~. A<;,c\l~~cy req~irel11~tlts vary
i . . .' - '.. .'. .'. . .' '. .... ... . .

widely,.~nd d~pell._d ~pon the intended use. To "laYlPetal ()na target" I;~uiresacc~ac~~s

within ..meteJ;"s. FQr HF rays returned frOm the; ionosphere, suci),acctiracies are.
unattau;.abie.1 Obviously, LOBs inthe wrongtrans~itter~r~~orth\ess.. ' " . '.

~ I .'. . ..' - ". - .

.... ~~;..

SECRETFUTURE OF HIGH fREQUENCIES IN CRYPTOLOGY
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I, .

t&;:OOO) Qwmg·;'iipLi:3.1ter WQr}d War n HE was all. outstandiri
in sea.(ch, int~rcept,all.d target location..

Banthm; j 'J

_~ --1 ~owe'yer,.while,th~ wod~~hange,d,.the sy~~m~idnot. It, retn~jn~d
essenti~.lly s~~gnaqt .both geogJ.;~phicallYB:nd-techn~capY. in tt>.e·~eanq~~, n~
technologies advanced and political threats dispersed. For SIG-INT, HF ~nnot dis~ppe~.

It willalways~beuseful and needed. Further, the global ~~pi~l rnvestment i~JIF i~'tOO
large to ~ diJbarided:' With funds and resources decHnjhg, the SIGI~ HF nllssiopmust. " .. I ....,.... '.. . . .. ".. ' .... . ... ", .
become mo~ei e.fficient, a~~6niat¢d, and flexible in' order to waint;iir{theortl'e,rIY

" ....._--;-:--.--:-_7"'""-;--:-"'";';'~~~--:'----l/1t is geographicallyi:I1f1exible, Iihy~i~~lly u,n,wieldY,.
aI,ld bl;l~9ming techni~ally deficient. In addition; it has fulf111e~ its. 4esl~ated purpose f~r"

. . . I' . , . . ..'" , ". .' - . " .. , ..... , ...

the political apdmilitary threatso( the period. However, the tiIIle has come to rea~sess the.
, . . I- . . . '.' '. .~.. .' ~ '. ..:.'

SIGINT.. need of tqeentiI:e system-including cost, locatiop., anq iIUJovati()n: s.in~~.~I9:INT

must ma~taih a capability for tactical and "strategrc tar'get iocati~il and Ointe~~ept; new
sites,advancJd eqiiipmEmt, new' concepts, atlddifTerent, strtaller· sites (ROFs) must be
intrOduced. . ·1' .' ..
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prosecution of coUection, search, and signal processing.

. .' ~. . .' .. .

,fSw:6GOHnshor,t, UF i,$ a.y~able,c~:mtributor to SIGINT. To.meet,iIllP~Ilding,technical

a~d:}>(;>Jitical chal;lenges (st~~tegic and ,ta.ctical),..opetations must pe~om.e ~Qre flexible
(g~ographi<;~lly.a;n<l technicci1ly} Considering the· importance of HF to SIGINT; the
percf,lntage ofcryptol<.>gic {urid§ g.e¥ot~d toit may initially inqease not dec,Tease., ,$Illaller,
ITlor:~~~bil~"autoIIIlated:.:~nd.ady.aricedfa,cilities, transpor,table when nece~sary",must pe.
impl~~eIlt~d .. riryu~cip.g for the. capital costs must be considere.d. . . ,

'! :'
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ADDITIONAi; aF'co,NsIDtMTIONS
<' ' '. ;. - \ . .:' ~ .

Ionospheric Predittions .
, :-:' '. .:. ..' .::1 ''l~.: . '.. :i •

. I

<&OGOfSom¢coininentssh6'rlld be ,'iriade'aboutionospheric predi~ti6ns;,whi~h are
.,~ '. • •. ' • t .. " r . .. '. '.. . .. ' ". , .. .!, '. ."'. . . .

employed in planning and; to some 'eite'nt, in operating HF systems (e.g., cOinmunications,
rad~r, orint~ic'e~t). Predictio~ns ~re'based U~ri two main consideratibris: (a)..ic;:mospheric
climatology (deBendeht \ipoD:'lodtion; ti'me' 0'( day, year, ahd sor~t cycie)~md (b)
engineering facto~s(transmitterPower, soil;ahtenna types, local noise environment, etc.).
There are numerc?us prediction cod'es~'aU:cumbersoine,all ineffiCient, and many 4tternally
inconsistent. No~etheless,for,practical purposes, all,provide about the same results.

, ,

(U) The Doj)~~nd NSA haVe. ~pplied co~sid~r~ble effo~t in attempts' to i.mprove· the
ptedi~tions,'~ll~th margina:l,·.ifli~y,succe·ss. A .good pcirtioriof th~ proble~ Hesi'nthe

I ,. I ~ . ,~. . . . _ , . . . . .

faCt.that·~he ion~~phere is a fluid whose 'physi~s ~nd dynamics·~re.no~ fully kJlown. This.
fluidis'¢oI);trol1~d'bythesun,whose cha,nges still·remain ullpredicta,1:>l.e. Un~il the forces
irrl1uenCing the i'tate ,and rilO\rerilent :6fthe Ionosphere ~a~ be bette; defiped, material
i~proveniEmtso6he p~edictions'wilin:otbe p(>ssible, irrespective 6fthe funds ~~plied. .

. ,. ..' ':,. "1"·· .,' > • ..... '. : .•••. • " ,. "", ' •

. (D) Howev.et~some st1,ldies.Qf the'i9Il.Osphere are warranted andnecessaty.T,he Arctic,
in an age of fuei :awareness,is destined to become a transportation and comm-unications
highway from North America over Siberia to Europe, Asia; and Chip.a. At present,it'also
contair'ts a milita!ry threat, where armed s~bmarines roam the ocean depths and ·aircraft·
ply. the polar ski~s. For ~~~Illunic~tio~s,a~ditionalkno~ledgeof the ,arctic:i.oposphe~eis
needed. .In an .e~a of declmm,g. funds, efforts must be shared. Canada, Whl<;h "own~;, the .
aurora," aiieady~has insthutions(Uri'ivetsity of Aiberta, University of.Wes~¢r~Ontario, .
Commuriicatio'ri~Resea:rch- Center;'··et~.) preeminent in studies of'the p~l'ar ~nd auforaf. .
ionospheres~ .Ca~ada sh~uHfbe encouraged to assume full resPonsibility fo,rillvestigatirig'
this region. Similarly~ A\istraiia should' be Efncouraged: to assume. responsibillty fOr'
examining th~e~uatorialionosph~te. . . '. '. . '.., . .

('V) FQ1"ther,i within the United States,the DoD sho~ld amalgamate the disparate,
. '," I - . '. ,

.overlapping, anq sometimes wasteful efforts .on "improving ionospheric predictions.". ,The
entire responsibility should be assigned to one triservice group, e.g., within the Air
Weather Service (AWS), charged with generating, improving, and maintaining any and

all prediction cJaes needed by the DoD (and NSA). DoD elements,' connected via some
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networking scpeme,requiring predictions woul4 transmit queries to AWS and obtain
instant responses. Past uncooperative, individualistic efforts have squandered resources

I

and have distr~buted incompatible, deficient, prediction c~es throughout the DoD. The
waste must stop.

I

I
Ionospheric Difruptioris

(S-CCO) A [high-altitude nudeardetonatiO~would dis~upttheionosph~tefor'~boutan
. hOUl: or less..TheUnited States conducted tests in the' Pacific to examin¢ tfii~ efte.et.dtiring
the 1950s. Th~'§)~IetUrrlQn, takj~gadvantage ofthese "tests of oPMrtul1ity,". concluded
that theionosppere is self-healing under sunlight.and.r~tlcll'nSto'l1or.maLin about thirty to

, .

mt mJnutesafter, the detonation.

Tpe United States ~rrived at the opposite..concIusion,thatHEwouldbe
un~sable.Ont4e ba:~tsof~IGINT,howeveI1, U.S. views were iaterneversed;'Iri!;~IllJP.aJ;Y,

,,afterahigh-~lliitude nuclear detonation the ionosphere may be disrupted for a shortperjod
but not'destroyed. .

I

• I

Technical Challenges
I
I
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. CONCLUSIONS
,:

. .
. a'~ (&oeeo} From the past to the present, HF has been an outstanding contributor to'

SIGINTprima4-ily lbecause' most,communica'tionsof intelligence interest depended upon this' .'
means. This condition w~n prevailin the immediate future.'
'j' . . .
b. (SaOOO) Also in the past, most attention was prudently given to one generalized

military threat, Communism; embodied by the Soviet Union, China, 'and theirassoci~tes:

The past,co~venient,easily identified SIGINT focus has been shattered' by several' factors: .
. emergence Qf Q~~ threats" (ntilitary,.economic, fiscal, narcoti~~, cQr)lr.nerc;iall i?pdIikled·
.. around the. 'globe, some dilution (not elimination) of the Communist threat,and·,the
6reepirig.. i~t'r~d~~t~{)n of 's~phi's~icated Hfc~~munica't;ionst~~hnology (n~t~~ad,tly
handled' by existing SJGINT'sit~s). ...'.. '>1'" .. '.

c.' (EFoqO} HF search is a vita~llJo~n!,g£~t!!lli.!:J!IDtllliill!~~l!.e...iUJW.atJ~m.a.intaJJ:·'Ws1~

. it must be,c~iIte Il?-0re ;effi~ient, i,e.

. d: (&oOeO) Better-trained ~nd more efficiently usedmanpower is essential for $IGiNT .
sites. Manning by poorly trained individuals degrades search cqpy and other·fUnctions.'
Consideratiqn must be given to (1) recruiting only individuals who first served a term as'
commrinica~rs and thus are trained in many skills required forSIGINT or (2) using

I . .'

'·:.Ii••
""1': ,;

"'}'.

..; : ,~,
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I " '

f. {5 eco~ a triad of shipborne ROFs whose positions are known through the Global
Positiorti.n.g System (GPS)couldserve:a crude local HFDF netcoricentrating on the crisis

.... atea ofiD.terest.:

ii:i1~_~_~-----,--r
j " . '..,. , ,.... '. ,.,', . .••, . '. . '; .....-;: '" .. ' ", . ,.", .'

h.' (~'COOl tfnless they<are remote<i, conti'n:liedopetati'Qn,of tp.e;~:lti!?ting HFDF
"'""""__......_ .......---.__Inetwoik is- musio~ary. Wis' tedirn:ckUy·lnfl¢x~BI;\.~h~·;Iri;npowe,r

intensive, .It ca~nothandle;geographically dispers~dem.er~encies'~nd:a,dv~h~e~~m'ergirig

technologies. Replacements' of the saJ:neapert,ure.;~re:.t1.rilikely.

>

•

· ..··'i!;'-·;'·";·

L..__....,.,.---l'. .: . " ' ,"'"
I', , " '" .,.. ,.. ,.,

i. -r(~~.~C:l4C~OQ.~)1~rSIGINT, 'wideband communications truriks. ate e~se~~ia:L~iIIt~rlink
sites and allowtimely iritetchan~eofinformation. . . ", ,i( ',' ,. ",:

"

j. (8 CeO) SIGINT sites should conduct periodic checks. on internal system
. I.,

performance, e.g., antennas, noise, receivers.

k. (U) Iono~phericprediction services. sh~uld b~as·~igne.d to the. AirWeather ~rvice.
Investigations ih specific geographical areas (the· Arctic, equatdtialregions) could, be
assigned to Can1da and Australia, respectively. Costs must be shared. .' , .
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